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This Document is a follow up to “Server Certificate Enabling for Microsoft Internet
Information Server 4.0 Step 1: Generating a Key Pair and Requesting a
Certificate.” It details how to obtain and install a PKI server certificate as well as
how to make the web server secure (https).

Obtaining/Installing a PKI Server Certificate

1. Obtaining and Installing Certificate/Trusted Chains Page 3
2. Adding Root CA to Browser Page 14
3. Setting up SSL/Client Authentication Page 19

Note: If you have not completed the Step 1 of the Server Certificate
Enabling Process and you do not have a copy of “Server Certificate
Enabling for Microsoft Internet Information Server: Step 1: Generating a
Key Pair and Requesting a Certificate” please contact Inga George,
georgei@spawar.navy.mil.




PK-Enabling Microsoft IIS 4.0

1. Obtaining/Installing the Certificate.

a) Open Netscape or Internet Explorer browser window (user preferred)

Accessonies

p Administrative Tacls

Startup
EH Books Online
M Command Prompt
& Intemet Explorer
%3] Outlook Express
[2) ‘Windows NT Explorer

) Administiative Todls (Common]

Morton Antivirus

) Startup
windows NT 4.0 Option Pack
& Microsoft Photo Editor

(= Palm Tools

=3 Utilities

£F) ADL Instant Messenger Licarse
A2 ADL Instart Messenger TH
P& Metscape Composer

T Microsaft word EX Metscape Messenger

Documents He
Settings

Eind

Help

Bun,

WindowsNTS
HosoLa

Shut Dawn

W= 239PM

b) Go to site https://ca-3.c3pki.chamb.disa.mil and the following page will
appear. (See NOTE)

c) Select Manual under Server Enroliment (located on the left side pane).

Cetificate Management System - Netscape
File E

Yiew Go Communicator Help

- &

Back  Fomwerd

D 2 w@ o A 3

Feload  Home  Seach Metscaps  Fini Security Sl

o Bockmaks i Metsie [hiips: /a-3.e3pki chamb disa mil{ ( ] & what's Pelated
MNetscapes
Certificate Management Certificate Manager
System
Enrollment Renewal evocation .‘."" Retrieval
= “ .
User Manual User Enrollment NOTE: If the “New Site
Enrallment Use this form to submit a request for a personal certificate. After you click the Submit bu . ’”
submitted to an issuing agent for approval. When an issuing agent has approved your req Certrﬁcate screen pops up then
Manual certificate in email, along with instructions for installing it. . &
A 1 ” . [17 -] ”
click “next” 4 times and “finish
Important: Be sure to request your certificate on the same computer on which you plal . - .
to accept the site’s certificate.
rectory an
n Based DERPE— Then you should see this
Server Enter values for the fields you want to have in your certificate. Your site may require yo
Nt Full name: I Screen .
( Lagin name: I
eqgistration Email address: I
Manager
Enrollment Qrganization unit: I
organizatian: |
Certificate Country: [os]
Manager
Enrollment
Manual
. Gontact Information
Object T Enter an email address or phorne number at which you can be contacted regarding this request.
Eligilrig Email:
Errollment =
[ =p=| |Document: Done % A2 Mm@ 2|
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d) Server Certificate Enroliment page will appear

e) Click on Retrieval

ate Management System - Netscape

Fle Edit “iew Go Communicator Help

2 W 5 a4 @ @

Back Forwerd Reload Home Search Metscape  Fint Secuiity Shop Stop

“'Bookmarks A Metsite:

j @'What's Related

&InstaﬂlMEssage ‘webkail Radio People ‘Yellow Pages Download Calendar @' Charnels

Certificate Management
System

Enrollment Renewal Revocation [/ Retri

ser Server Certificate Enrollment (for Server Administrators)
Errollment Use this form to submit a request for a server certificate. You must submit a PKCS #10 request. If you have a Netscape

server, create a PKCS#10 request by using the Netscape administration Server instance associated with the server for which
_ you are requesting the certificate, In the Metscape Administration Server forms, choose Encryption, then Request Server
Certificate.

If you are not using & Netscape server, follow the appropriate steps to generate a PKCS #10 request with the server you
have.

after you click the Submit button, your request will be submitted to an issuing agent for approval, You will receive the
certificate in email when it has been approved.

Server
Enrollment

PKCS #10 Request

Paste the PKCS #10 request into this text area.
Manual

Registration -
Manager
Enrollment

Certificate
Manager
Enrollment

M Server Administrator Contact Information

MName:

,E == |Document: Done

Certificate Manager




PK-Enabling Microsoft IIS 4.0 5

f) List Certificates page will appear
g) Enter the CSN from the email you received into both boes.

h) Check the box “Do not show certificates that have been revoked”.
i) Click Find

Certificate Management System - Netscape

File Edit “iew Go Communicator Help

4 @ 3 DB 2 mWm o3 A B @
P Back Forward. Reload Hame Search  Metscape  Frint S ecrity Shop Stop
v “ "Bookmaks A Go tn'lhtlps #ear3.c3pki.chamb. disa.mil! j @'What's Relzted
a 3 te Anade
0 e Renewa Revocatio Retrieval

List certificates = List Certificates

Use this farm to list certificates whose seral numbers fall within a specified range.
Search

Enter a range of serial numbers in hexadecimal form {starting with Ox, as in the certificate list) or in decimal form.

Lowest serial number IDxDifa geave blark fl g er limit)

Highest serial number IElellﬂ (ﬂa\m—hlanlr_f er limit)

M Do not shaw certificates that have been revoked
¥ Do not show certificates that have exnired or are not yet wvalid

Revocation List

Find first IS— recards Help |

ENS [Document: Done SR =
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j) Search Results page will appear
k) Click Details

cate Management Syste Metscape
File Edit Yiew Go Communicator Help
e ¥ A A4 2 omW o5 A @ @
Back Forward Reload Hame Search  Metscape ilils Security Shop Sitop:
‘t " Bookmarks \& G o Ihttps:ﬂ‘ﬂ‘ca-?.c?pki.chamh diza.mil]

a B Renewa Revocatio Retrieval

Search Results

Issuer: CN=JITC DoD PKI Class 3 ID CA,OU=PKI,QU=DoD,0=U.5. Government,C=US

Total number of records found: 1

Serial number Subject name

Ox000001f3 CN=pkichasn.spawar.navy.mil, OU=USN OU\=PKI OU\=DOD, O=UUS Government, L=, 5T=, C=US
Subject public key algorithm

PKCS #1 RSA with 1024-hit key

Version

Mot wvalid before Not wvalid after

11/3/2000 11/3/2003

Issued on Issued by

11/3/2000 Ra.Jensen.anthony.D.9201000010

P S e L

2 == [Document: Dane

1) A Certificate Contents Page will appear

ate Management System - Netscape

File Edit Yiew Go Communicator Help
2 mW = a 8 @ -

Back Forwerd Reload Home: Search  Metscape Flifie Security Shop Stop
| w#TBockmarks A Goto[ntps:/car3.c3pki chanb. disa mil/ | @37 what's Related

p
Certificate Management Certificate Manager
System

Retrieval

List certificates ~ Certificate 0x01f3
Certificate contents

Certificate:
Data:
Version: w3
Serial MNuwber: Ox1F3
Signature Algorithm: SHAlwithRSA - 1.2.840.113545.1.1.5
Issuer: CN=JITC DoD PKI Class 3 ID CA,QU=FEKI,0U=DoD,0=U.5. Government,C=U3
Validity:
Not EBefore: Friday, November 3, Z000 12:26:53 PM
Hot After: Monday, November 3, 2003 12:26:53 PM
Subject: CN=pkichasn.spawvar.navy.mil, OQU=USN OUV=PKI OU\=DOD,0=U% Govermment,L=,3T=,C=U3
Subject Public Eey Info:
Algorichw: RSA - 1.2.640,113549.1.1.1
Public Key:
30:81:89:02:81:81:
BE9:B7:F3:E1:FE: 40:
AE:S5F:25:51:5A:76:
56:05:36:FD:99:8C:
SE:7Th:64:AE:C8:56:

173:1F:C5:7D:

:42:8E:61:E7:
121:6F:F5:1F:
:53:3D:BE:DS:13:C0:
85:31:CE:BD:65:7E: t65:88:CE:3A:C2:CO:
44:40:F0:FC:92:98:5A:B2:83:FB:4D:70:4D: 69:C1: 1E:
49:B4:54:CAI AT 3 DO IFFi3C:iFD:iFA 29 AE: AE: G2 DE:
FAL:SE:FS5:04:11:1h:23:02:03:01:00:01
Extensions:
Identifier: Subject Key Identifier - 2.5.29.14
Critieal: no

Key Identifier: id
1] | »

& =n=] |Document: Dore = R e B
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m) Scroll down until “Installing this certificate in a server”.

n) Highlight and copy the Base-64 encoding starting with and including ------
Begin Certificate----- and ending with the -----End Certificate-----.

icate Management System - Netscape
File Edit “iew Go Communicator Help
| - . A N = = a B @
Back Forpard Reload Home Search  Metscape Frirat: Security Shop Stop
9wl Bookmarks A GotoJritps //cs3 c3pki chamb diss mif v | @17 what's Related

\ \ \ Retrieval\

List Certificates Installing this certificate in a server

The following format can be used to install this certificate into a Netscape server,

Open Frame in Mew Window

Back

Fonard
Reload Frame
Slog

Wiew Frame Source
Wiews Frame |nfo

Add Bookmark
Create Shortcut
Send Page

Caopy the selection and put it on the clipboard
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o) Open Notepad.

E “iew Go Communicator Help

<« » A 4 2 m @ A O

Back Fomward Reload Home Search  Metscape  Frnb Security Shop Siop
' w! "Bookmaks A Go tu:lhtlps #ea3.c3pki.chamb. disa.mil! j @'\N"hat's Related

\ \ \ Retrieval\

List Certificates Installing this certificate in a server

=] L3 Communications r
% Startup » Hyperterminal 4
m Books Orling % Multimedia L4
E Command Prompt
e Internet Explarer
Iﬁ Outlack Express A Character Map
@ ‘windaws NT Explorer & Chat

, m Clipboard Yiewer

, [H Ciock

N % Dial-Up Metwarking

v E Imaging

to a Metscape server.

Administrative Tools [Common)
Lotus Applications

@ Metscape Communicator

ﬁ Object Packager

ﬁ Pairt

Documents R

Settings

Eind

Help

Bun...

Shut Daown...

Pic_7 - WordPad

_gtant; g My Computer | =y Latus Domina RS | ﬁ Certificate Management Su..

]
#
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p) Paste the text copied from above to the notepad window.
q) Click File|Save As.

E Untitled - Notepad =] B3 =15 ]
Search Help
RTIFICATE--——— =

wIBAgICAFHwDOYJKoZ1hucHAQEFBQAwADELHAKGA1UEBhMCUUMx

: Uully4gR2922ZX Jubl 0GA1UECXHDRESEHQuuCgYDUNQL —
M\J‘m«r q BDbGFzeyAzIELETENBHELKDTAY | @7 what's Related
R 1 0XD TAZMTEWHZESH ] EL HMAKGA1UEBhHCUUHXCTAHBGNY

Page Setup.. 1UEBxMAMRYwWFAYDUQ BHb3Z1cm5t2W5 BMRowGAYDUQQOL
it EtJIEQUPURPRDEhHBS MYcGtpY2hhc24uc3Bhd2FyLmsh
— JABGCSqGSIb3DQEBAQUAALGNADCBiNKBYQCszhGAKHHFxX25t/Ph
Ezit UYBr181UUp2qMHY j602005h51YFNu22 D11 +saoeyFu+B+hemSr

[VFYNqSUA0ZZ72BP J1ITHOUWU+KLaViZWIyzr CYURABPYSMAqug/ tNCK1puRtJEFTK
0zrZ/zz9+imurone+p74BBEaIwIDANABOATIBgzCCAAcWH]YDVRBOBBYEFHCUqSYZ
psandvHJéveuk25h0fiBHASGATUADUEB/wlEAWIFoDCBswYDURBFBIGHHMIGOMIGL
0IGioIGFhoGebGRhcDovL21KZHHUbML BLMRpC2EubW1SL2HuJTHRSK1UQYUYHERY :J
RCUyHFBLSSUyMENSY XNz JT IwiyUyHELEJTIw(] BELmNvdSUZzZFBLSSUYY291JTHK
RGYEJTJjbyUzZFUuUY41MjBHB3Z1enS EZWS BJTJ jYYUZzZFUTP2N1enRp2Zml jYXR1
cmU2b2HhdGlvbmxpc3Q7Ymlu¥YXJSHEEGA1UdIw]YHBaAFOJNYKouDB1ul1pBSZsd
WBMoOGECAMBYGA1UdIAQPHABwCwY JYIZIAWUCAQSFMIGGBGHVHRIEFZB2hntsZGFw
0i8uaWRkcySuakQuZGlzySStabuuy 241 M2RKSURDJTIWRGYEJTIWUELJJTIw]2%h
c3M1IMjAZJTIWSUQIMIBDQSUYY291JTHKUELJJTJ jb3ULHZRED BQ1MMNY JTNRUSST
LilyHEdvdnUybm11bnQ1HnNjJTNKUUHWDQY JKoZ IhvcHAQEFBOADGYEAEQLhZ57k
8+D/FajgtymlokF30d BJOHLFnqoj8 gt TH3F1za+8WubZEUuSsDelnhHsHGgHGOCH
FSE1AGL/FTYRAHYNCHjm8eJQQJeT7pHrcmgoMEtAQF J+CFXEBRXZZDEFul Juvlgzsh
znIt8pFngsW16DgP+hUMzAL)GAe F1Gxrg3L=

***** END EERTIFIEHTE****4

=
4 »

ENS |Document; Done 2 0 AP mm oA |
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r) Select Desktop in the “Save in:” drop down box.

s) For filename, use the name SERVCERT.txt. (pkitempcert.txt was only an

example)
Save Az |
————> Savein Iﬁ Desktop j : ﬁl

ty Computer
2] M etk M eighbarhood
A My Briefcase

Save

j Cancel |

kaitempcert.t:-:t

——— > File name:

Save az ype: ITE:-:I: Docurnents [*.kxt)

[T Save as Unicode

t) Click Save. Close all opened windows.

u) Open MS Internet Service Manager.

147 Microsoft Word - 1Ssrv
T File Edit Wiew Insert Format Tools Table ‘Window Help

DEd Sy | 2e v- o aw BEE
|

BB ¢ wee -2
EO-<-A-

Marral ~ Times Mew Roman =10 = | B 7 U ‘ ==
] I e e ] 3
I T - : - - :
-
j Accessories 2 s
i g
- My Admiristrative Tooks . - g
- Startup J =
N I . Li |[5) vnseica - satapad
. B L Books Oriline 2] 2

& Command Prompt
@& Internet Explorsr
E) %73 Outlook Express

' [2) windows NT Explorer

| = EE

[ L=, Admiristrative Tools [Commen)
L&), Metscape Communicator
Mortan Antiirus

2 Metscape SmartUpdate

Mew Office Document

d v v v ¥

wg NT 4.0 Option Pack
& Microsolt Photo Editor
EF Microsoft wWord

e & bppe IText Documents [*.kxt)

Save as Unicode

Open Office D ocument

Eind

Help

icrosoft Index Server

=

nternet Inform
»

&), Microsoft Seript Debugger
= Microsoft Transaction Server

&1 Product Decumentation

2 FrontPage Server Administrator
i Interr anage

&1 Intemnet Service Manager [HTML)

&7 Release Motes
2B windows NT 4.0 Option Pack Setup

yosoia

Shut Dowin o =0

| B Netscape Certiicate Servi.. |

Ln 7

i Stark  BY Microsoft word - 1ISsrv

I, 052 PM
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v) Select Internet Information Server|<server name>.
w) Click the Key Manager icon (the hand holding a key).

'fii Microsoft Management Conzole - [iiz - Conzole Rootilnternet Information 5ervery= pki-temp]

[ﬁ] LConzole  window Help ;Iilﬂ

SEHE| 0B W

P

~ Action ¥ Wiew J J5|>lu |E R

—

] Conzole Foot D ezcription I State I Hozt Header Mame | IP Address

EI [:l Internet Infarmation Server @Defau" FTF Site Fiunning = All Unass
—' - 1= = pkitemp #8) Default web Site Running * Al Unass
[:I Microsoft Trarsaction Server ¥ A dministration Web Site Running * Al nass

#54 Default SMTP Site Runming “All Unass

|Head_l,l |

x) Select the key created in section 1 of these instructions.

y) Right click and select Install Key Certificate.

Hame: testiis = | IP Address

= &l Unass
Status: This is a new key that still requires a certificate. Al Unass
Cut Use the cerlificate request file to obtain one. . 1
Copw Then use "Install Key Certificate' to install it All Unass
= = &ll Unass

EBaste elicl s

Create New Key... i Lt

Delete
Wistmgurshma | Erarmatan
Eits

snfiite Kep R equest
fic:

[Hrgatizaticrs;
% (rganizatiora it

[Eammrnnn il Eme

Eountp/Hegen:
StatedPiavitee:
[Camalir

Complete key by installing official certificate

yosoui

@ start| B Microsolt Wword - 1Ssrv

|[EENetscape Cortificate | ' Microseft Managemert Co.. | 85 Key Manager




PK-Enabling Microsoft IIS 4.0

z) In the Open dialog box, select the certificate, pkitemcert.txt, which was
created in step s.
aa)Click Open.

Open HEH|
Lock in: I 2ej Deskiop j ﬁl

iy Computer dodroat
.,E.'_EI_ M etwark, Meighborbiood '@ 1Sz
L[ Connect bo the Intermet E;.fl Outlook Express

D Metzcape Communicatar 4
| Setup for Microzoft Intermet Explorer 3,07
........... My Bricfcasze
L] | * | aa
File name: kaitempcert Open

Files of type: IEertificate File: j Cancel |

Confirm Paszsword |

< oK,
cc

bb

————> Password: I“““““m Cancel |

bb) Enter the password created in step 1 section 1. ‘Generating a Key
File’.

cc)Click OK.

dd) Click OK on the next screen, “Server Bindings”.

Server Bindings |

— Server Bindings

Select the web zerver bindings to uze with thiz kew.

P Address | Part Mumber | Add.. |
A Unazzigned A Unazzigned
Edlif... |

[TEelete |

dd aricel |

12
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Should be taken back to the “Key Manager” screen. It should resemble the

window below.

% Kep Manager | _ ] =]
Computers Edit Kep Help

2|2 4w

=-FE) Local Computer
: M arne; bestiiz

Statuz: The key iz complete and uzable.

Walid From: Thursday, Apil 13, 2000 13:74:07
Yalid Until: S aturday, May 13, 2000 1:3:714:07

— Digtinguizhing |nfarmation

Bits: 1024
Organizatiar: I1.5. Government
Organizational Unit;. "USKC
Common Hame: pki-temp. noc. ueme. mil
Countr/R eqian: s
State/Province:
Lacality:
Ready | |

ee)Close the “Key Manager” window.

K.ey Manager |

@ Caommit all changes now'?
ﬂﬂ Eancell

ff) Click Yes on ‘Commit all changes now?’

ff

gg) Close all other windows. Click OK/Yes on any subsequent pop up
windows asking to save/commit changes.
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2. Adding Root CA Certificate to Browser
a) Log onto the web server using the administrator account.
b) Open Internet Explorer.

Accessories

My Administiative Taols

Bl Books Online
& Cormmand Prarmpt

¥4 Dutlook Express

[2) windows NT Erplorer

=, Administrative T ools [Common)
=, Metscape Communicatar

L=, Mortan Antivirus

L=, Startup

Open Office Document =, Windows NT 4.0 Option Pack
& Microsoft Photo Editor

TF Microsoft Word

Metscape Smartl pdate

Mew Office Dacument

Documents
Settings
Eind

Help

HOSOIM

Shut Down.

|';gsnamj BY Microsoft Waord - 115 srv

| B Netscape Certificate Servi.. | 7 Microsolt Management Co... |

258 PM

c) Type in https://ca-3.c3pki.chamb.disa.mil. A security window will pop up.
d) Click on “View Certificate.”

S

L EZ o ]
Each Fowac  Stop  Rehesh  Home | Seach Favertes Histow | Mal Pt Discuss
| Addvess [&] hitps: /702 3.c3pki.chamb disa.mill =] @6 ||tinks =

Check out the new MSN.com eShop! —

JANUARY 9

‘i‘??s ,“ Easily find what you want to buy.
b
»» SEARCH th

See how caol your Web ;| Santa forget something? ; [5acurity Alert I
could be for free {12 hot tech deals H )

Infarmation you exchange with this site cannot be viewed or

© Autos 2001 A1 Tickete Buy Bosk charged by others. However, there is a problem with the: site's ENTER
© Business Bargain Center Domnloac secuilty certificate, o DEnnes
: arears Top 100 CDs Frae Gam —

o How to get more casl /8y The security cartificate was issued by a company you have

o not chosen ta trust, Yiew the certificate to determine whether [—— 2]
g s o T you wart to trust the certifying autharity,

2 e = e-rmail
o s € The secuily cariicate dale i valid I

o *F wnlosd =
= N essenger
o b The security certificate matches the name of the pags yau

° 13 financial aid tips are tiying to wiew.

M All the right moves 3

] =11 ways to score a job Do you want to proceed?

° + MEL football blitz gare

- 25 deals on fithess gear

ENTER ZIP CODE

Always wanted a rockin' | Pergonalize your home page! Yellow Pages

sound system far your | Ney: To view your selections fram hame, work and on the White Pages

car? Win one road, sign in to Passport Weather

Traffic

Turn your home into Eind aJob

Martha Stewartland Apariments

1005 of great deals e Lacal Radio

MSNEC News Event Tickets

YWhat does every home e Clinton unweiling historic forest rule Sports Scores

o i o UK _doctor may have killed 265 TV Listings =l

/4 Done [ [ |4 Intemet

gl stant| ENovelldelivered Appic...| 2qlnbos - Micrasoft Dutlack | 5 Users Dos - Message .| B Misrosoft word - 15_4... [ @ weelcome ta MSN._.. |<fi- N 2 EBDHA s450M

(Located in the top right of the pags)  Lesm more
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e) Select “Certificate Path” tab.
f) Click on “DoD Class 3 Root CA.”

Certification Path |

— Certification path

[ Dob CLASS 3Rt ch &

“-[=] DOD CLASS 3 A3

Certificate

General I Details

.chamb. diza. mil

Wiew Eertifiate. |

Certificate status
Thiz certificate iz OF.

g) Click on “View Certificate.”

Certificate

Ge”e'all Details  Certification Path |

— Certifization path

DOD CLASS 3 (43
=] ca-3.c3pki.chamb. disa.mil

Q D —
View Certificate. . W g

Thiz C& Foot certificate is not trusted because it is not in the Trusted Root
Certifization Autharities store.

Certificate status:
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h) Select “Install Certificate.”

Certificate

General l Details | Certfication Path |

(7]

i B
Certificate Information

Certification Authorities store.

Thiz CA Root certificate is not trusted. To enable
trust, install this certificate into the Trusted Root

lzzued to: Dol CLASS 3 Root Ca
Issued by: DoD CLASS 3 Root Ca

Valid from 5/13/00 to 5/14/20

E'Install Certificate.

i) Click on Next.

Certificate Manager Import Wizard

Welcome to the Certificate Manager
Import Wizard

Thigz wizard helps to copy certificates, certificate trust listz,
and certificate revocation lists fram wour disk to the
certificate stare.

What iz a certificate?

A certificate iz a confirmation of your identity izsued by a
certification authority. Certificates contain information used
to protect data, or to establizh secure network,
connections.

What iz a certificate store?

A certificate store iz a spztemn area where certificates,
certificate tust liztz, and certificate revocation liztz are
ghored.

Click Mext to continue or Cancel to exit.

Lancel I

16
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j) Click on Next.

Certificate Manager Import Wizard

Select a Certificate Store
Certificate stores are system areas where certificates are stored.

Select the certificate store for the new certificates.

&+ ‘Automatically select the certificate store based on the type of certificate

" Place all certificates inta the following stane

[ s

< Back Mest » anicel j

k) Select Finish to complete the process of installing the Root Certificate for
CA 3.

Certificate Manager Import Wizard

Completing the Certificate Manager

! Import Wizard
You have successiully completed the Certificate M anager

Import wizard,

Y'ou have zelected the following for the import operation:

Certifizate Store Selected by wizard  Trusted R oot Certific.
Content Certificate
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I) Add the Root Certificate to the Root Store by selecting Yes.

Root Certificate Store B

& Do vow want ko ADD the following certificate to the Root Store?

Subject : Dol CLASS 2 Root CA, PEL DoD. U5, Govermment, LIS

|zzuer ; Self |szued

Tirme W alidity : Friday, Mayp 19, 2000 through Thursday, bMap 14, 2020

Senal Mumber ; 04

Thurnbprint (shal) - 10F193F3 404C9106 DESF1EDC O06247C4 F250 9671
Thurmbprint (md5) ; 8C420865 BEDAFFIF FDECE 295 E0SEESAD

|

m) Click on OK to complete the process.

Certificate Manager Import Wizard |

@ The impart was successful.

n) Reboot the server before enabling SSL.

18
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3. Setting up SSL.
a) Select the <server name>.

"fii Microsoft Management Console - [iis - Console Rootilnternet Information 5ervers= pki-temp]

& Conzale Window Help == =]

EE 0@
JvAction'View J Jg| pom | =] [ S

[:I Conzaole Root Description I State I Host Header Mame | IP &ddress
=3 'emet Information Server EDiefault FTF Site Funning Al Unass
) pki-temp ) 28 Default Wwieb Site Funting =l Unass
-] Microsoft Transaction Server o8 Default Web Site Running = Al Unass

4 Default SMTF Site Funning = Al Unass

4] I

NE

|Done

b) Right click the <server name>.
c) Select Properties.

"iti Miciosoft Management Console - [iis - Console Rootiinternet Information Servery~ pki-temp]
'm] LCongole Window  Help

Az d o B
|J'Act|nn'V|ew HXHE‘PIIIl%@.ﬂ&
[ Consale Root Description [ State | Host Header Name [ IP Address [ Pon_ [ Status
gD Intermet Information Server =) Default FTF Site Rurining * &l Unassigned * 21
g it ~ Defaul Web Sits Running *all Unassigned = 80
iorosot . Default 'web Site Rurring “All Unassigned* 2552
Diefoult SMTF Site FRurming * &l Unassigned * 25
Backup/Restore Configuration
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I C
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d) Click Edit.

= pki-temp Properties EH I
Internet Information S erver I

— Maszter Properties

Edit the properties inherited by all zites created on this
computer

M azter Properties:

—I Enable Bandwidth Thrattling

Lot e et Bandwidth availatle fanall intermet nfermaticn
Senven el atdd B ste s o the camputern

I & e tET i e I-I 24 FeE=

— Computer MIME Map

b, To configure the MIME types the web Service sends ta
. brawsers in the HT TP Header, click File Types.

File Types=... |
Ok, I Cancel I 1] I Help I

e) Type Default Web Site.
f) Click Apply.
g) Click on the ‘Directory Security’ tab.

wiw'w Service Master Properties for pki-temp E3 I

g _D.nn.lmenl.sy. Directons Security I HTTF Headers I Cusgtom Errors I 115 3.0 Admin I

Wwieb Site I Operators I Ferfformance I 1S54RI Filkers I
—web Site |dentification

Dregcription: D efault wWeb Sitc R W )

1B Sddress: I[-'*'-" Uraszigned) ;I Advatized|. |
TIER Fart: IBD SE1L Part: I

— Connections
" Unlimited

™ Limited Ta: I'I,EIEID connestions
Connection Tirmeot: ISDD seconds

—Iv Enable Logging

Home Directon

Active log farmat:

IWSE Extended Log File Format LI Properties. _. |

Ok, I Cancel Apply Help |
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h) Click Edit (located in the Secure Communications Section).

W Service Master Properties for pki-temp

“wieh Site I Operators I Ferfarmance I ISAFI Filters I Home Directany
Documents  Directony Security I HTTP Headers | Custor Emors | 115 2.0 Admin

—anonymous Access and Authentication Control

Enable anonymous access and edit the
w authentication methods for this resource.

— Secure Communications

Bequire secure communications and enable client certificates when

thiz resource is accessed.
( Edit... h
]

@ Grant or Deny access to thiz rezource uging IP Addreszes or Internet

Dromain Mames.
Edit... |

— IP Addresz and Domain M ame Restrictions

ak I Cancel | [ I Help I

i) Click the ‘Require Secure Channel when accessing this resource’ box.

j) [f client authentication is desired, then click on ‘Accept Certificates’ to
allow for clients with valid identification certificates to enter the web site.
This will not prevent anyone without a certificate to access the web
site. Click ‘Require Client Certificates’ to prevent anyone without a valid

certificate to access the web site.
k) Click OK.

Secure Communications I

ey Manager iz uzed to create new Key requests and manage pour installed
K.ey Certificates.

Eev Manager... I Encryption Settings... I

I+ Require Secure Channel when accessing this resourcH i

— Client Certificate Authentication

" Do not accept Client Certificate
. Accept Certificates ¢ ]
" Require Client Certificates

Enable Client Certificate kM apping

Client Certificates can be mapped to windows MT Uszer Accountz. This
allows access control to resources using Client Certificates.

Edit |

< Ok ) Cancel I Help




Wi Service Master Properties for pki-temp E3 |

wieh Site I Operators I Ferfformance I 154P1 Filters I Home Directory I
D ocurnemts Directony Security I HTTP Header=s I Custormn Errors I 1S 3.0 Adrmin

— Anonymous Access and Authentication Control

Ernable anorwmous acceszs and edit the
w authentication methods for this resource. Edit.. I

— Secure Communications

Require zecure communications and enable client certificates when
thiz resource iz accessed.

— IP Addresz and Domain Mame Festrictions

Grant ar Deny access to thiz resource uzing IP Addrezsses or Internet
Damain Marnes.

Edi... |
m |
Q ak. d Cancel ( Apply } Help
o N e
I) Click Apply.
m) Click OK.
= pki-temp Froperties EH E |

Internet Infarmation Server I

— M aster Properties

Edit the properties inhernted by all zites created on this
computer

M aster Properties:

— Enable Bandwidth Thrattling

LCinnit metsant Bandwidth availatle fon sl atermet ntanm ation
Semwern el and BEIE sites o this camputer

Fl it mebvat wee: |1 24 KBS

— Computer MIME bMap
. To configure the MIME types the “Web Service sends to
"
L

browezers in the HT TP Header., click File Types.

File Types... |

Ok, Cancel Ly I Help I

n) Click OK.
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o) Right click on “Default Web Site”.
p) Select Properties. Make sure SSL Port shows 443.

i Microsoft Management Console - [iis - Console Rootinternet Information Servery= pki-temp]

T Console “window Help

=1
B EE o R
|- tcton ~view | Xmmm |2 =m0 [sco@a@
(L1 Console Root Description
= Internet Information Server =TT} a
-2 [ pkitemp 2D q
[=-(Z0 Microsoft Transaction Server D ES
“=a Default SMTP Site Running = Al Unassigned * 26
Done
Default Web Site Properties ﬂ E I

D ocuments I Drirectary Security I HTTF Header= I
web Site I Operators I Performance I 1S4 Filters I
—'wieb Site Identification

Custom Errars
Horme Directory

D ezcription:

IP Address: [l Unassigned) ~| advanced.. |
TICP Part: |8EI S5 Park:  [442 % P

— Connections
= Unlimited

i Limited To: |1,DEID ContecHEns
Connection Timeout: IEIUU seconds

— I+ Enable Logging

Active log format:

I"-.-‘-.-"3C E =xtended Log File Format LI Eroperties. .. I

(] Cancel I e [ I Help I

q) Click OK.
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The web server should now be SSL-enabled (and have client authentication
turned on if you chose to). Users will now have to type https vice http to access
this default web site and possess a client certificate if ‘Require Client Certificates’
was marked in Section 3 step j on page 21.



